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1
Decision/action requested

This contribution proposes to add a solution to KI#1 and KI#2 in TR 33.700-32.

2
References

3
Rationale

Add a solution to KI#1 and KI#2.

The UIA can applies a mechanism similar like AKMA to authenticate the User Identity associated with the UE subscription.
4
Detailed proposal

************* Start of 1st Changes *************

6.Y
Solution #Y: Security protection of human user privacy
6.Y.1
Introduction

This solution addresses KI#1 and KI#2.
The UIA can applies a mechanism similar like AKMA to authenticate the User Identity associated with the UE subscription.
6.Y.2
Solution details

6.Y.2.1
User-ID authentication and KUIA deriving
Figure 6.Y.2.1-1 provides a mechanism for user-ID authentication and UIA Anchor Key (KUIA) deriving.
The UIA-Anchor is the anchor function for the UIA service. The UIA-Anchor stores the KUIA and user-ID for UIA service, which is received from the AUSF after the UE completes a successful 5G primary authentication and user authentication. The UIA-Anchor also generates the key material to be used between the UE and the UIA Application Function (UIA-AF) and maintains User UIA contexts.
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Figure 6.Y.2.1-1: User-ID authentication and KUIA deriving  
0.
Step 0 is the pre-requisites of human user identifier authentication. The primary authentication between the UE and the 5GC is successful.

1.
The UE sends a User Authentication Request to AMF/SEAF to requests the human user identifier authentication for a specific user-ID.
2.
The AMF/SEAF sends the User Authentication Request to the AUSF.

3.
The AUSF sends the User Authentication Request to the UDM.

4.
The UDM responses the user-ID list associated to the UE subscription to the AUSF. A UIA-Anchor-ID list associated with the user-ID list is also included in the response message.
5.
The AUSF checks whether the user-ID is in the user-ID list received from UDM. If the user-ID is in the user-ID list, the AUSF sends a success authentication result to the AMF. The user-ID list associated with the SUPI may also be included in the response message.

6.
The AMF sends the authentication result to the UE.

7a-b.
After the successful user-ID authentication, the UE and the AUSF generate the KUIA from KAUSF and generate UIA-KID.
7c.
The AUSF selects the UIA-Anchor function and sends a UIA Anchor Key Register request to the UIA-Anchor function with the user-ID, UIA-KID, KUIA.

7d.
The UIA-Anchor function stores the received user-ID related material and sends a UIA Anchor Key Register response to the AUSF.
Editor’s Note: How the establishment of KUIA authenticates the user id is FFS.
Editor’s Note: How to conceal the user-ID is FFS.
6.Y.2.2
Privacy protection
Figure 6.Y.2.2-1 provides a mechanism user-ID privacy protection during the session establishment.
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Figure 6.Y.2.2-1: User-ID privacy protection during the session establishment  
The UE is registered and established PDU Sessions.
The UE generates the KUIA and the UIA-KID from the KAUSF before initiating communication with an UIA-AF. When a specific user intends to use the UE, the UE derives UIA Application Key (KUIAAF) from the KUIA, and uses KUIAAF to encrypt the user-ID. When the UE initiates communication with the UIA-AF, it includes the UIA-KID and the encrypted user-ID in the Application Session Establishment Request message.
If the UIA-AF does not have an active context associated with the UIA-KID, then the UIA-AF selects the UIA-Anchor Function, and sends a UIA ApplicationKey Get request to UIA-Anchor Function with the UIA-KID to request the KUIAAF for the UE. The UIA-AF also includes its identity (UIA_AF_ID) in the request.
The UIA-Anchor verifies whether the subscriber is authorized to use UIA based on the presence of the UE specific KUIA key identified by the UIA-KID.

If KUIA is present in UIA-Anchor Function, the UIA-Anchor Function derives the UIA Application Key (KUIAAF) from KUIA if it does not already have KUIAAF. 

If KUIA is not present in the UIA-Anchor Function, the UIA-Anchor Function continues with step 5 with an error response.

The UIA-Anchor Function sends a UIA ApplicationKey Get response to the UIA-AF with KUIAAF, the KUIAAF expiration time and SUPI/GPSI.
The UIA-AF uses the received KUIAAF to get the plain text of user-ID. The UIA-AF then performs the user-ID based EAP authentication with the AAA-S.
Editor’s Note: Whether two user authentications are needed is FFS.
The UIA-AF sends the Application Session Establishment Response to the UE. If the information in step 5 or step 6 indicates failure, the UIA-AF rejects the Application Session Establishment by including a failure cause.
Note: If the AF is outside the operator domain, the NEF is needed between the UIA-AF and UIA-Anchor. The NEF enables and authorizes the external AF assessing UIA service and forwards the messages between UIA-AF and UIA-Anchor. The NEF will not send SUPI to the UIA-AF outside the operator domain. The NEF also performs the UIA-Anchor selection.

Editor’s Note: The involved network functions (UIA-Anchor, UIA AF) are to be aligned with SA2.
6.Y.2.3
Derivation of User-ID related material
When deriving the specific user-ID related key materials through the Key derivation function, the SUPI of the UE is replaced by the user-ID.
Editor’s Note: how KUIA and KUIAAF are derived is FFS.
6.Y.3
Evaluation

************* End of 1st Changes *************
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